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WIRESHARK

Wireshark Lab 1: Introduction

What is Wireshark?

(o]

Wireshark is a network protocol analyzer, also known as a network sniffer. Formerly known as Ethereal,
wireshark is a computer application that captures and decodes packets of information from a network.
“Wireshark can capture live network traffic or read data from a file and translate the data to be
presented in a format the user can understand” .

Why Wireshark?

Wireshark is a valuable tool for administrators that allows them to monitor all traffic that passes on a
network. It is very useful for analyzing, diagnosing and troubleshooting problems that may occur.

Some features of wireshark?:

e Data can be captured from a network connection or read from previous records of captured
packets.

e Live data can be read from Ethernet, FDDI, PPP, token ring, IEEE 802.11, classical IP over ATM,
and loopback interfaces (at least on some platforms; not all of those types are supported on all
platforms).

e Captured files can be programmatically edited or converted via command-line switches to the
"editcap" program.

e Captured network data can be browsed via a GUI, or via the terminal (command line) version of
the utility, tshark.

e Display filters can also be used to selectively highlight and color packet summary information.

e Data display can be refined using a display filter.

e Hundreds of protocols can be dissected.

! netsecurity.about.com/od/securitytoolprofiles/p/wireshark.htm
2 en.wikipedia.org/wiki/Wireshark
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Wireshark Lab: Introduction

! How to get Wireshark?

The latest copy/version of wireshark can be found on the Jd L Get Wireshark Now

1.0.2 for Windows

official website:

http://www.wireshark.org Get it for OS5 X, Linux, Solaris, and others

Each download package comes with the latest pcap (also known as libcap) for UNIX operating systems or
WinPcap, a device driver and dynamic link library (DLL) that provides a pcap interface for Windows
programs which is required for live packet capture.

If needed, the latest release of WinPcap can be found on: http://www.winpcap.org/install/default.htm

i Getting started with Wireshark

Ele [dn Yew Go Copise Anshme Jataties Help
Wireshark has a friendly graphical user interface (GUI) |#%®&% nox=s nrrens W @ o @nms =
that makes it easier for the user to analyze and diagnose : ML il el i

packets that are passing through the network.

No data will initially be displayed when the user runs
wireshark.

The environment and usage of wireshark will be

explained further in this document.

To start capturing packets you need to select the interface which is connected to the network.

This can be done by choosing Capture >> Interfaces from the Menu bar.

{ The Wireshark Network Analyzer

File Edit View Go [[&1000 Analyze Statistics Help

o o o EEEES, - -
Filter: & st

| @ Options... Ctrl+K

80211 Channel | @ stop Crri+E 'l % || Fes Filter
| @ Restart -
{i Capture FEilters...
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Wireshark Lab: Introduction

Or by clicking the first icon on the Commands menu

File Edit View Go Capture Analyze Statistics Help

B e e K2E| a« s

F-rﬂpll-_ist the available capture interfac&'-:...i

Interfaces

The different interfaces available that WinPcap driver sees in the machine are shown and you can either
click start or click options for more options regarding capturing packets before starting the capture.

Descripticn P Packets Packets/s | Stop

8. Marvell Gigabit Ethemnet Controller 17223105144 0 0
& Microsoft 0.0.00 0 0
&l Microsoft 192168111 28 2 |[start [ Qptions

=]

‘. MS Tunnel Interface Driver unknown 0 Start Details

The following figure represents the Capture Option’s Window

Capture

—
Interface: | Microsoft: \Device\NPF_{68735C6F-1200-4365-BF27-CCRG3ESTTE09} B// J

IP address: 192168.1.11

Link-layer header type: | Ethernet [E] Buffer size: |1 : megabyte(s) |Wireless Settings
/| Capture packets in promiscuous mode

T | Limit each packet to :68 bytes
. Capture Filter: :|

| i =z
Capture File(s) . -Display Options

File: | | | Update list of packets in real time

] use multiple files

Autematic screlling in live capture

| Mext file every 1 [ | megabyte(s) i |
| Mext file every I! | _minuteis_l - [7] Hide capture info dialog
| Ring buffer with |2 | files .
) T Mame Resolution—
| Stop capture after ;1 =1 filels) —I-
“Stop Capture ... Enable MAC name resolution
1 after 1 I Pt [7] Enable network name resolution
[ ... after |1 , | megabyte(s) _
Pl after [1 ': | minute(s) [ 1 Enable transport name resclution
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Wireshark Lab: Introduction _

Switch between different interfaces. You can only capture on one of the interfaces that Wireshark found
on the system at a time.

Capture packets in promiscuous mode checkbox allows Wireshark not only to capture the packets going
to or from your computer, but also all packets on your LAN segment.

Limit each packet to n bytes field allows you to specify the maximum amount of data that will be
captured for each packet, and is sometimes referred to as the snaplen®.

Capture filters are to be explained thoroughly in the next document. The default is not choosing any
filters when capturing.

Display Options:

Update list of packets in real time to display the packets right away once captured. If it is not chosen
Wireshark will display the packets captured when you stop the capture. It is important to know that
choosing this option decreases the ability to capture packets in high rates.

Automatic scrolling in live capture automatically scrolls down to the last packet captured. If this option is
not chosen Wireshark adds new packets to the end of the list, but does not scroll to the end of the
packets pane. You can toggle this off from the commands menu at any time as shown in the following

page.
Hide capture info dialog: Toggle on/off to hide/show the capture info dialog while capturing.
Name Resolution Options:

Enable MAC name resolution option: Toggle on/off to allow whether Wireshark translates MAC
addresses into names or not.

Enable network name resolution option: Toggle on/off to allow whether Wireshark translates network
addresses into names or not.

Enable transport name resolution option: Toggle on/off to allow whether Wireshark translates transport
addresses into protocols or not.

® http://www.wireshark.org/docs/wsug _html chunked/ChCapCaptureOptions.html#ChCapCaptureOptionsDialog
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Commands Menu

i Microsoft: Capturing - Wireshark

File Edit View Go Capture Analyze Statistics Help

BN EEREE AesDT L QA @Ems%| B

Summary Filter: | + Expression.. Clear Apply
Pane BO2:11 Channel: v C + | FCSFiler * | Decryption Mode | None + | Wireless Settirigs.. Decryption Keys..
No. . Time Source Destination Protacol  Info a
12 14.144339 1IntelCor_3b:8d:e0 AsustekC_19:90:4e ARP who has 192.168.1.17 Tell 192.168.1.11
13 14.146248  Asustekc_19:90:4e IntelCor_3b:8d:e0 ARP 192.168.1.1 is at 00:1d:60:19:90:4e .
11 15.107845 192.168.1.11 86.108.78.131 uDe Source port: 56709 Destination port: nerv Capture Info Dlalog
15 15.568331 86.108.78.131 192.168.1.11 upp Source port: nerv Destination port: 56709
16 17.763885 192.168.1.11 207.46.106. 60 MSNMS PNG
17 18.065469  207.46.106.60 192.168.1.11 MSNMS QNG 49
18 18.263601 192.168.1.11 207.46.106.60 TCP 54095 > msnp [ACK] Seq=6 Ad|| i

19 27.438438 192.168.1.11 192.168.1.1 DNS standard gquery A us.update;

20 27.464023 192.168.1.1 192.168:1.11 DNS standard query response CNA Captured Packets

21 27.466682 192.168.1.11 209.191.93.150 TCP 56173 > http [SYN] Seq=0 W

22 27.490012 209.191.93.150 192.168.1.11 TCP http > 56173 [SYN, ACK] seglll Total % of total

23 27.490205 192.168.1.11 209.191.93.150 13513 56173 > http [ACK] Seq=1 Ag sCTP -
24 27.490370 192.168.1.11 209.191.93.150 HTTP GET /slv/v4/not?v=l_5_1&t=] gy k-

25 27.563012  209.191.93.150 192.168.1.11 Tep http > 56173 [AcK] seg=1 Agl| TCP

26 28.124137  209.191.93.150 192.168.1.11 HTTR HTTP/1.1 200 OK (text/htmilll ygp

27 28.124730  192.168.1.11 209.191.92.150 Tcp 56172 > http [FIN, ACK] Sec

28 28.127108  209.191.93.150 192.168.1.11 Tcp http > 56173 [FIN, Ack] seglll 1MP

29 28.127186 192.168.1.11 209.191.93.150 TCP 56173 > http [AcK] seq=1014lll are

30 28.142045 209.191.93.150 192.168.1.11 TP http > 56173 [FIN, ACK] sedfl ... =
DetaI|S ¢ Frame 1 (91 bytes on wire, 91 bytes captured) GRE

Ethernet II, Src: IntelCor_3b:8d:e0 (00:1b:77:3b:8d:e0), Dst: AsustekC _19:90:4e (00:1d:60:19:90:4
Pane\gﬂ:erﬂet Protocol, Src: 192.168.1.11 (192.168.1.11), Dst: 68.180.217.14 (68.180.217.14)
ansmission Control Protocol, Src Port: 54103 (54103), Dst Port: mmcc (5050), Seq: 1, Ack: 1, Le

& Yahoo YM5G Messenger Protocol (unknown) VINES

Other

MNetBIOS
IPX

coocococoroaNOoY

Running

Packet Content in
Hexadecimal

0000 00 1d 60 19 90 4e 00 1b 77 3b 8d e0
0010 00 4d 71 bd 00 00 80 06 €9 77 cO a8
0020 d9 Oe d3 57 13 ba 96 c7 de f9 5a a8

30 Of b8 ef ac 00 00 59 4d 53 47 00 Of
00! 00 8a 00 00 00 00 00 50 bl 4f 30 cO
0050 65 5f 6d 6f 6e 79 39 36 <O 80 00

| Profile: Defautt
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List available capture interfaces

N

Show the capture options

w

Start a new live capture

Stop the running live capture

Restart the running live capture
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Colorize packet list (Toggle button)

Auto scroll packet list in live capture (Toggle button)

J
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Edit preferences
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9 Show some help
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Wireshark Lab: Introduction _

An interesting way to set up the environment in wireshark to a default interface and some default
options instead of choosing them each and every time you run wireshark is by clicking the preferences
icon from the commands menu and choosing the Capture tab.
Options similar to those found in the Capture options dialog box can be found.

= UserInterface Capture
Layout Default interface:
eluns Interfaces:
Font
Colors Capture packets in promiscuous mode:
Update list of packets in real time:
Printing . o
Automatic scrolling in live capture:
Mame Resolution
RTP Player Hide capture info dialog:
[ Protocels

Microsoft: \Device\NPF_{68735C6F-1200-4365-BF27-CC [3 |

Edit... |

][ Apply H Lancel
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	Name Resolution Options: 

